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ABSTRACT

Compression point is a new method to compress the space
memory and still have the same data. In this paper, we will
present a new method of compression points work well with
addition opera- tion in elliptic curve, so instead of storing the
value of two points P = (xP , yP ), Q = (xQ , yQ ), we will
store theaddition of the x- coordinates i,e (@ =XP + XQ , yP ,
yQ ) or the y-coordinates i,.e (XP , XQ , B = yP + yQ). In
this article, we show a new technique for compressing two
points in elliptic curve with different coordinate system:
Affine, Projective and Jacobian in a field of characteristic #
2 & 3, and show the cost of theses operations. This method
can save if we work with affine, Projective or Jacobian
coordinates, at least 25%, 17%, 17% of memory size
respectively, and also see what happens in case if we take
Edwards curve and Montgomery curve cases.

Keywords: Elliptic curve, Affine coordinate, Projective
coordinate, Jacobian coordinate, compression point.

1. INTRODUCTION

The first study of Elliptic curve cryptosystems, was startedby
N. Koblitz [1] and V. Miller [2] in the 90’s (1986-1987),
independently re- quires smaller key sizes than the other
public cryptosystems. In the 21th centuries, a lot of
researchers was developing more and more application in
thisfield ([6], [7], [8], [9], [10], [11]...). Khabbazian et al. in
[5] have noticed that any two points on the curve P and
Q consisting of the (xp, yr) and (xq, yo) in affine
coordinate,those coordinates can be compressed into just (a
=xp+xq.,yp,y¥o) OF (xp, Xq, B =ypr+ yq), this compression
can save multiplications and inversions operations. Also, we
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can do thesame with Jacobian and projective coordinates, so
instead of taking (Xe, Xq, Yp, Yo, Zr, Zg), we only keep (a =
Xe + Xo, Yp, Yo, Zr, Zg) OF (Xp, Xq, 8 = Yp+ Yq, Zp, 29
), this compression can save 17% of the memory space. This
paper is the enlarge these previous results and here we
continue this our investigation by examining what happens
when we work in a field of characteristic + 2,3. More
precisely, we will compare between our work and the
classical addition operation of two points in elliptic curves in
a field of characteristic 2,3 with affine, projective and
Jacobian coordinates. The paper is organized as follow:
Section 2, we recall some background on the basics
arithmetic operation of elliptic curves in a field of
characteristic + 2, 3 with affine, projective and Jacobian
coordinates. Section 3 describes
our main theorems and the results of our work.
Eventually, section 4 concludes the paper
2. MATHEMATICAL BACKGROUND
In everything that follows, we shall use, without
explicitmention, the following:
e p:prime number.
e (: power of prime number.
e F:field of characteristic different from 2 and 3.
e Poo: point at infinity.
e Fp: The finite field containing p
elements, where pis a prime.
e E: An elliptic curve over the field Fq.
e E (Fq): The set of all points on an
elliptic curve Edefined over Fq and
including Poo.
e |:inversion.
e M: multiplication.
e S:squaring.
e C:cube.
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2.1 Arithmetic of elliptic curve Table 1: Addition formulas in Elliptic curve

An elliptic curve is a smooth curve defined by a polynomial equation

of degree three. The general form of such a curve defined over a Coordinate | Addition formula with _
field F is a set of points whose coordinates satisfy an equation: Affine x3 =A% —x1-x A= ,yci_z;
flxy) =0 y3 = Ax1 —x3) —u1

Projective X3 =BC A=YZ1-Y12,

Y3 = A(B?X1Z; — C) — B3Y1Z, | B=XoZ1 — X125
Zs = B32,7, C = A%Z,Z, — B® — 2B%X,Z,

a1x3+a2x2y+a3xy2+a4y3+a5x2+a6xy+a7y2+a8x+a9y+a10 = 0,

X3 = —E° — 2AE? + F? A=X1Z2,B = Xz Z?
Y3 = —CE? + F(AE? — X3) C=11Z},D =Y, Z}
Z3 = Z1Z5E E=B-AF=D-C

Jacobian
with coefficients a; in the field F.

At least one of the coefficients a1, as, as, or ag must be non-zero, to

ensure that the polynomial f(x,y) is actually of degree three. ([13]
2-17)

Definition 2.1. (Weierstrass equation:) ( [13] 2-18)
An elliptic curve E over a finite field Fp, for p a prime number is
the set of points verifying the Weierstrass equation:

Y2 + a1xy + a3y = x> + agx® + agx + ag,

for a; € Fp.

We note that the indexes of the constants a1, as, as, a4, and ag are
not chosen at random. They are the complement to 6 of the degree
of the monomials, counting a degree two, three, and zero for x and
y, respectively.

Affine coordinates: ( [13] 2-19)
Let IF be a field of characteristic different from 2 and 3. An elliptic
curve is a set defined by:

E(F) = {(x,y) € Flly? = x* + ax + b} U {Po},

where A = 44> + 27b%is non-zero.

Projective coordinates: ( [13] 2-19)

Let F be a field of characteristic different from 2 and 3. An elliptic
curve is the subset of the projective plane P, defined by:

E(F) = {(X,Y,Z) € B,(F)||Y?Z = X3 + aXZ% + bZ3} U {Pwo),

where A = 4a® + 27b%is non-zero.

Jacobian coordinates: ( [13] 2-22)

Let FF be a field of characteristic different from 2 and 3. In Jacobian
coordinates, the elliptic curve E is given by:

E(F) = {(X,Y,Z) € F||Y? = X3 + aXZ* + bZ°} U {Ps},

where A = 4a® + 27b%is non-zero.

e Addition of two points P and Q € E(F,),
We will take two points P = (x1,y1), Q = (x2,y2) such that P # +Q
and give the formulas to calculate the addition of these two points
Po Q= (x3,y3).
The table below, show the addition formulas in affine, projective
and Jacobian coordinates, also their cost.

3 COMPRESSION POINT

3.1 First new compression points to Reduce
Memory

To work with these methods of compression point, we follow these
steps:

(1) Choose which coordinate system we will work with (i,e
affine, projective or Jacobian Coordinates) and the equation
link it with this system coordinate.

(2) Inaffine coordinate, instead of store the values of P = (x1,y1)
and
Q = (x2,y2), we put only the value of (x1,x2, & = y1 + y2).
- In projective or Jacobian coordinates, instead of store the
values of
P =(X1,Y1,Z1) and Q = (X2, Y2, Z2), we put only the value
of (Xl,Xz, a=Y1+Y2, 7, Zz).

(3) Calculate the value of f = y; — y2.

(4) Get the value of y; and y; from « and f.

(5) Replace the value of y1, y2 in the formula of addition from
table 1 above to get (x3, y3).

Affine coordinates:
In affine coordinates, the elliptic curve equation of E is given by:

y? = f(x) =x>+ax +b.

Instead of take the values of P = (x1,y1),Q = (x2,y2) such that
P+ +Q

we keep only the value of (x1,x2, @ = y1 + y2).

We can calculate

_ W)@ty _Yi-Y _ fea) = fx)
Y1 +y2 Y1+ 2 a
a+f a-p

soy; = Tandyz ==
To compute § we need I+2C=I+2M+2S.

B=y1-y2

Algorithm 1 y-coordinate decompression with affine coordinate

Input: (x1,x2, & = y1 + y2)
Output: (y1, yz)3

3
x2—x;+a(x;—x2)
1: ﬁ — Yty = %

a+f
2 Y1 < —5
a-p

3 Y2 & —5—
4: return (y1,y2)
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¢ Addition: Addition of two points P and Q € E(Fp),
We will take two points P = (x1,y1), Q = (x2,y2) such that P # £Q
and give the formulas to calculate the addition of these two points
PoQ = (x3,y3).
We replace the value of y; and y; in the addition formula from table
1 above.
So if we want to calculate the cost of this new addition formulas,
we can just add the cost of decompression to the classical addition
cost, so the cost of this new addition is requires 2I+4M+3S.
Projective coordinates:

In projective coordinates, the elliptic curve equation of E is given
by:

Y?Z = X* + aXZ% + bZ°.
Instead of take the values of P = (X1, Y1, Z1), 0 = (X2, Y2, Z2) such
that P # +Q, we put only the value of (X1, X2, = Y1 + Y2, 21, Z3).

We have, Y2Z1 = X; +aX1Z2 +bZ; and Y. Z; = X} +aXoZ5 +bZ3

So, Y2Z1Zy = (X} +aX1Z2+bZ3)Zy and Y7 Z,Z1 = (X;+aX2Z5+bZ3) Z4

We can calculate

Vi-Y)(i+Y) _YP-Y (7 -Y)2Z

we only keep the value of (X1, X2, @ = Y1 + Yo, Z1, Z2).
We can calculate

M-+ Y=Y  fX.Z)- f(Xe.Z2)

B=Y-Y, = = =

Y1+ Y, Y1+ Y, [04

a+ﬁandY2:ﬂ
2 2

so
Y =

To compute  we need I+6M+8S.

Algorithm 3 y-coordinate decompression with Jacobian coordi-

nate
Input: (X1, Xz, a =Yy + Y2, 21, 25)
Output: (Y7, Y2)
LY +Y, = (Xf+aX1Zf+bzf);(xg+axzzg+hzg)
3: Yz «— a—;ﬁ
4: return (Y7, Y2)

¢ Addition: Addition of two points P and Q € E(F,),
We will take two points P = (X1, Y1, Z1), Q = (X2, Yo, Z2) such that
P # +Q and give the formulas to calculate the addition of these
fvo points

= Y — Y = = =
f=ti-1; Y+ Vs Yi+Y, (Y1+Y2)ZiZs
VDZy-YiZiZy (X)) +aXaZ] + bZ7)Z — (X + aXaZE + bZ3)
B aZ\Zy B aZ\Zo
SO
a+p -pB

[04
Y: = and Y = ——
! 2 z 2

To compute  we need I+10M+6S.

Algorithm 2 y-coordinate decompression with projective coordi-

nate
Input: (X1,Xz, @ = Y1 + Y2, 21, 2Z5)
Output: (Y71, Y2)
LB Y+ Y, = (X13+aX1le+be)§zZ—l(Z)2(23+aXZZZZ+bZZ3)Zl
2: Y] « #
3: Yo « #
4: return (Y1, Y2)

¢ Addition: Addition of two points P and Q € E(Fp),
We will take two points P = (X1, Y1, Z1), Q = (X2, Y2, Z2) such that
P # +Q and give the formulas to calculate the addition of these
two points
PeQ= (X3, Y3,23).
We replace the value of Y7 and Y; in the addition formula from table
1 above.
So if we want to calculate the cost of this new addition formulas,
we can just add the cost of decompression to the classical addition
cost, so the cost of this new addition is requires I+22M+8S.
Jacobian coordinates:
In Jacobian coordinates, the elliptic curve equation of E is given by:

Y= f(X,Z) = X3 + aXZ* + bZ°.

Instead of take the values of P = (X3, Y1, Z1), Q = (X2, Y2, Z3) such
that P # +Q

P& Q= (X3,Y3,73).

We replace the value of Y7 and Y5 in the addition formula from table
1 above.

So if we want to calculate the cost of this new addition formulas,
we can just add the cost of decompression to the classical addition
cost, so the cost of this new addition is requires I+18M+12S.

Comparison:

The table below show the cost of decompression and addition for-
mulas of two points with affine, projective and Jacobian coordinates

Table 2: The cost of classical addition decompression and
new addition

Coordinate | Classical addition | Decompression | New Addition | Saving
Affine I+2M+S 1I+2M+2S 21+4M+3S 25%
Projective 12M+2S I+10M+6S 1+22M+8S 17%
Jacobian 12M+4S [+6M+8S I[+18M+12S 17%

- In the table above we see that the cost of addition in affine co-
ordinate change from I+2M+S to 2I+4M+3S to save 25% of memory.
- In projective coordination the cost of addition change from 12M+2S
to I+22M+8S to save 17% of memory.

- Finally, in Jacobian coordinate the cost of addition change from
12M+4S to I+18M+12S to save also 17% of memory.

3.2 Second new compression points to Reduce
Memory

To work with these methods of compression point, we follow these
steps:




(1) Choose which coordinate system we will work with (i,e
affine, projective or Jacobian Coordinates) and the equation
link it with this system coordinate.

(2) Inaffine coordinate, instead of store the values of P = (x1,y1)
and
Q = (x2,y2), we put only the value of (¢ = x1 + x2, Y1, y2)-
- In projective coordinates, instead of store the values of
P = (X1,Y1,Z1) and Q = (X3, Y2, Z2), we put only the value
of (0{ = )Lll + %, Y1, Yg,Zl,Zg).

- In Jacobian coordinates, instead of store the values of
P =(X1,Y1,Z1) and Q = (X2, Y2, Z2), we put only the value

of (a = )Z% + %, Y1, Y2, Z1, Z2).
1 2
(3) Do the calculation to find the value of x; and x3.

(4) Replace the value of x1, x2 in the formula of addition from
table 1 above to get (x3, y3).

Affine coordinates:
In affine coordinates, the elliptic curve equation of E is given by:

y? = f(x) =x> +ax+b.

Instead of take the values of P = (x1,y1),Q = (x2,y2) such that
P#+Q

we keep only the value of (a = x1 + x2,y1, y2)-

We have

yf+y§:xf+xg+a(x1+x2)+2b

So yf+y§ = (x1+xz)(xf—x1x2+x§+a)+2b = a(xf—x1x2+x§+a)+2b

Hence
2 2
+ys—2b
Y117y —a

ﬁ:xz—xlxg +x% =
1 2 e

Also

We can calculate
Y =xf +x1x2+x§ =f+ g(az—ﬂ)
We have also
We have also yf - y% = x? - xg + a(x; — x3)

So

Y =5 = (x1 — x2) (X% + x1x2 + X5 + @) = (x1 — x2)(y + a)

We obtain
2 _ .2
Ol
y+a
Hence
a+d a-90
X1 = andxzzT

To compute x1 and x2 we need 2I+3S.
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Algorithm 4 x-coordinate decompression with affine coordinate

Input: (@ = x1 + x2,y1,Y2)
Output: (x1, x2)

2yy2-2b
- x1x2 + X2 = LiRL %: -

a’-p

20 X1X2 < 3

1: ﬁ&x%

6: X 5
7: return (xi, x2)

¢ Addition: Addition of two points P and Q € E(Fy),
We will take two points P = (x1,y1), Q = (x2,y2) such that P # +Q
and give the formulas to calculate the addition of these two points
PoQ = (x3,y3).
We replace the value of x1 and x in the addition formula from table
1 above.
So if we want to calculate the cost of this new addition formulas,
we can just add the cost of decompression to the classical addition
cost, so the cost of this new addition is requires 31+2M+4S.
Projective coordinates:

In projective coordinates, the elliptic curve equation of E is given
by:

Y?Z = X + aXZ* + bZ°.
Instead of take the values of P = (X1, Y1, Z1), Q = (X2, Y2, Z2) such

that P # +Q, we put only the value of (a = % + %, Y1, Yo, 21, 25).

To compress o = X242 e need T+3M.
Z1Zy
To decompress a to obtain X; and X».
. X2 ox,x, X
First we calculate the value of f = Z_:Z v Z_jz by

2 y2  x3 3
h,h XN X aa e

1
=+ ==—=+—=+ + +2b
2 2 3 3
zZi Zy 7} Zy L 2
We arrive at
vy
?+? =p(a+a)+2b
1 2
So
le Yz2
=+ +2-2b
Z? Z?
=t 2 a
a
After this we calculate the value of )Z(:)Z(ZZ R
Easy to find it just calculate
X1X2 at - p
212y B 3
X? X2
Next we calculate the value of y = Z_Iz + )Z(i)Z(ZZ + Z_jz by

2
y=p+=@-p)
We have also
le YZZ _ X? Xg (ZX] (ZXZ

= +
zz 7 7 zy L
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So ) )
Y Y. X1 X
5= G-+
7 Zi L1 2
Hence
y_y
X1 X5 le 222
224 %2,
Zy 7y B

So X] = QTM.ZI andXz = aT_a.Zz
To compute X; and X we need 2I+7M+5S.

Algorithm 5 x-coordinate decompression with projective coordi-
nate

Input: (o = Xl + ZZ,YI,YZ,ZI»ZZ)
Output: (X1,X2)
YZ YZ
+——2b
Xz X; X X2 ZZ

" ﬁ<—Z—}—21222+Z—2§=T—a
. XX, a’=p
77 T3

XZ X, X XZ 2
3; y<—Z—§+ZiZZZ+Zz =B+ %(a*-p)

6: Xo — aT_a.Zz
7: return (X1, X2)

¢ Addition: Addition of two points P and Q € E(Fp),
We will take two points P = (X1, Y1, Z1), Q = (X2, Y2, Z3) such that
P # +Q and give the formulas to calculate the addition of these
two points
PeQ= (Xg, Yg,Z3).
We replace the value of X; and X7 in the addition formula from
table 1 above.
So if we want to calculate the cost of this new addition formulas,
we can just add the cost of decompression to the classical addition
cost, so the cost of this new addition is requires 31+22M+7S.
Jacobian coordinates:
In Jacobian coordinates, the elliptic curve equation of E is given by:

= f(X,Z) = X> + axZ* + bZ°.

Instead of take the values of P = (X3, Y1,71),0 = (Xz, Y2, Z3) such
that P # +Q, we only keep the value of (« = )Z(Z +22.Y1,Y2,21,27).

Z2 ’
X1 ZE+ X, 22
7770

To decompress « to obtain X and X.
XXX
Z ZZZZ + by

To compress a = we need I+3M+2S.

First we calculate the value of § =

2 2 3 3
.oy X X5 aX o aXp
A R I T
Z Z 2 1 2
YZ Y}
We can obviously get 26 + =5 —a(ﬁ+a)+2b
So , ,
Y] Y;
26 + Z" —2b
p="—2 -

a

After this we calculate the value of }Z(; Zb
Easy to find it just calculate
XiXo _a*-p
272
7272 3
Next we calculate the value of y = Z“ + ’Z(fz% + 24 , Which is
=pr 2@ -p)

We have also

76 76 76 76 72 72
1 2 1 2 1 2
X1 2
=(Ch+ )y +a)
2 2
Zl 2
Hence
w_ v
5=Zlé Zzé—a
Y

So Xy =20 72 and X, = %5222
To compute X; and X, we need 2I+9S+7S.

Algorithm 6 x-coordinate decompression with Jacobian coordi-
nate

X
Zé + ?,YhYz,Zl,Zz)

Output: (X3, Xz)

Input: (o

Y2 v?
1 2
—e+6—2b

X _oxx X _ A4
1:ﬂ<—Z—it ZZZZ+Z4_ = —a
2: X1 X a —ﬁ
L2z} 3

7: return (X1, X2)

¢ Addition: Addition of two points P and Q € E(Fy),
We will take two points P = (X1, Y1, Z1), Q = (X2, Yo, Z2) such that
P # +Q and give the formulas to calculate the addition of these
two points
PoQ=(X5,Y3,73).
We replace the value of X; and X3 in the addition formula from
table 1 above.
So if we want to calculate the cost of this new addition formulas,
we can just add the cost of decompression to the classical addition
cost, so the cost of this new addition is requires 31+24M+13S.

COMPARISON:

The table below show the cost of compression, decompression and
addition formulas of two points with affine, projective and Jacobian
coordinates
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Table 3: The cost of Compression, Decompression and Addition

Coordinate | Cllasical addition | Compression | Decompression | New Addition | Memory saving
Affine I+2M+S 0 21+3S 31+2M+4S 25%
Projective 12M+2S [+3M 2[+7M+5S 3[+22M+7S 17%
Jacobian 12M+4S [+3M+2S 2[+9M+7S 3[+24M+13S 17%

- In the table above we see that the cost of addition in affine co-
ordinate change from I+2M+S to 31+2M+4S to save 25% of memory.
- Also, with projective coordination the cost of addition change
from 12M+2S to 3I+22M+7S to save 17% of memory.

- Finally with Jacobian coordinate the cost of addition change from
12M+4S to 31+24M+13S to save also 17% of memory.

3.3 New compression points in Edwards curves

Harold M. Edwards introduced a new formula for elliptic curves
over fields of characteristic # 2 ( [14]). Edwards curve have played
a big roles in recent elliptic curve method applications ( [15]), tech-
nically, it’s not an elliptic curve due to its singularities. Even so, we
will work with these kind of curve because every Edwards curve
is bi-rationally equivalent to an elliptic curve in Weierstrass form,
due to symmetry of the Edwards curve.

Affine coordinates:

We can assume that E is given by:

y? +x2 =21 +dx*y?) € Fp.

With ¢,d # 0 and de* # 1
And they also proved that all curves of this form are isomorphic to
curve of the form:

224y = 1+dx?y?
If P = (xp,yp) and Q = (xQ,yp) then

XpyQ +ypxQ YPYQ — XpXQ

P+0Q= s
Q (l + dxprypr 1- dxprypr

)

For these formula, one can easily find that the cost of an addition
requires 2I+5M.

Compression point in Edwards curve

To work with these methods of compression point, we follow these
steps:

(1) Instead of store the values of P = (x1,y;) and
Q = (x2,y2), we put only the value of (x1,x2, @ = y1 + y2)
or (@ = x1 + X2, Y1, Y2).

(2) Calculate the value of f = y; — y2 or f = x1 — x2.

(3) Get the value of y1, y2, x1, X2 from a and f.

(4) Replace the value of y1, y2, x1, x2 in the formula of addition
1 above to get (x3, y3).

y or x Coordinate Compression

Instead of take the values of P = (x1,y1),Q = (x2,y2) such that
P#+Q

we only keep the value of (x1,x2,& = y1 + y2) or (¢’ = x1 +

X2,Y1,Y2)-
e We have

y2 +x%=1 +dx2y2

We can calculate

2 _1-x
v =)=

2 l_yZ
2_ = —mm
orx = ) = T

[O)=f) _ fl)=fle) _ (=xP)(1-dx))-(1-xj)(1-dx]
(o4

Sof =yi~y2 = —5y, a(1-dx?)(1-dx?)

orf/ =x1—x2 =

_ fu)~f ) _ flyD-f(ye) _ (-y})(-dy)-(1-y5)(1-dy})
o’ -

X1+, o' (1-dy?)(1-dyZ)

The value Ofyl = O[T_*-'B,yz — #;xl _ a/;ﬁ/’xz _ a/;ﬂ/

The cost of decompression is 11+4M+2S.

Algorithm 7 x-coordinate decompression in Edwards curves

Input: (a = x1 + X2, Y1, Y2)

Output: (x1,x2)

(1-y?)(1-dy?)-(1-y3) (1-dy?)
o’ (1-dy})(1-dy3)

L fex1—x2=

a+
2t X1 & Tﬁ
af

3: X2 5
4: return (x1, x2)

Algorithm 8 y-coordinate decompression in Edwards curves

Input: (x1, X2, @ = y1 + y2)

Output: (y1,y2) , , , ,
_ _ (=x)(1-dxf)-(1-x7) (1-dx?})
L feyityz= ; a(1-dx?)(1-dx%) 1

2 Y1 < —5
ap

3 Y 5
4 return (y1,y2)

Addition: P & Q = (x3,y3)
We will take two points P = (x1,y1), Q = (x2,y2) such that P # +Q
and give the formulas to calculate the addition of these two points
PoQ = (x3,y3).
We replace the value of y; and y; in the addition formula 1.
So if we want to calculate the cost of this new addition formulas,
we can just add the cost of decompression to the classical addition
cost, so the cost of this new addition is requires 31 + 9M+ 2S.

Table 4: Decompression, Addition cost in Edwards curve

coordinate Classical addition | Decompression

New Addition

x or y-coordinate 2I+5M [+4M+2S

3[+9M+2S
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In the table above, we see that the cost of Decompression and
Addition of two points in Edwards curve is the same in the case of
x-coordinate and y-coordinate compression, due to the symmetry
of Edwards curve.

3.4 New compression points in Montgomery
curves

Montgomery, founded a new elliptic-curve used in factorization
algorithm, this curves and the algorithm associated it, have become
very important in the implementation of ECC.

Affine coordinates: ([? ])

A Montgomery curve over Fq is an elliptic curve defined by an
affine equation:

By2 =x>+ax’ +x

where a and B are parameters in Fy satisfying B # 0 and a + 4.

Addition formula in Montgomery curve
We will show the addition and doubling formulas in the table below:

Table 5: Addition formulas in Montgomery curve

Operation | Formula with A
Addition | x3 =BA? — (x; +x2) —a | A= %
(2.1) y3 = Ax1 — x3) — 41

We can easily find that the cost of an addition is [+2M+S.
Compression point in Montgomery curve

To work with these methods of compression point, we follow these
steps:

(1) Instead of store the values of P = (x1,y;) and
Q = (x2,y2), we put only the value of (x1,x2, @ = y1 + y2)
or (@ = x1 + X2, Y1,Y2)-

(2) Calculate the value of f = y; —y2 or § = x1 — x3.

(3) Get the value of yj, y2, x1, X2 from @ and f or a and .

(4) Replace the value of y1, y2, x1, x2 in the formula of addition
from table 5 above to get (x3, y3).

y-coordinate compression in Montogomery curve

The Montgomery curve equation of E is given by:
By’ = fx) =x3 +ax? + x.

Instead of storing the values of P = (x1,y1), Q = (x2,y2) such that
P#+Q

we keep only the value of (x1,x2, @ = y1 + y2).

We can calculate

_Y Y ) - f(x)
Y1 + Y2 B.a

_ W1 -y2) (Y1 +y2)
y1t+y2

B=y1-y2

soylza—;rﬁandm:#

To compute f we need I+2C=I+2M+2S.

Algorithm 9 y-coordinate decompression with affine coordinate

Input: (x1, x2, @ = y1 + y2)
Output: (y1,y2)

3_.3 2_ 2
_x{—xyta(x;—xg)+x1—xp
lzﬁ(—yl—yz— Ba
a+f
2 Y1 < —5 -
a—p

3 Y 5
4: return (y1,y2)

¢ Addition: Addition of two points P and Q € E(Fy),
We will take two points P = (x1,y1), Q = (x2,y2) such that P # +Q
and give the formulas to calculate the addition of these two points
P®Q = (x3,13).
We replace the value of y; and y; in the addition formula from table
5 above.
So if we want to calculate the cost of this new addition formulas,
we can just add the cost of decompression to the classical addition
cost, so the cost of this new addition is requires 2I+4M+3S.
x-coordinate compression in Montogomery curve with a=0

The Montgomery curve equation of E is given by:
By’ = f(x) =x* +x, witha=0

Instead of take the values of P = (x1,7y1),Q = (x2,y2) such that
P#+Q
we keep only the value of (a = x1 + x2,y1, y2).
We have
B.(yf + yg) = xf + xg + (x1 + x2)

So B.(y%+yg) = (x1 +xz)(x%—x1xz +x§+1) = a(x%—xlxz +x§+l)

Hence

B.(y? +42)
ﬁ:xf—xlxz-t-xg:%—l

Also

We can calculate

2 20 + f
y:xf+x1x2+x§:ﬁ+§(a2—ﬂ): —
We have also

B.(y% - y%) = xf —xg + (x1 — x2)

So
B.(y? —y5) = (x1 — x2) (x? + x122 + x5 + 1) = (x1 — x2)(y + 1)

We obtain
B.(y} - v
y+1
Hence

a+o a-90
and xp = 5

X1 =

To compute x1 and x2 we need 2I+3S.



Algorithm 10 x-coordinate decompression in M.C curve with a=0

Input: (¢ = x1 + x2,Y1,Y2)
Output: (x, x2)

B.(y?+y?

:p <—x% — X1X2 +x§ = —(yé{ Y) -1
a’-p

20 X1X2 < 3

20%+
3y <—x%+x1xz+x§ _2asp

_ B.(yi-4))
4 0 « X1 —X2 = T
5: X1 < aT_HS
a=38

6 Xg — 57

7. return (x1, x2)

¢ Addition: Addition of two points P and Q € E(Fp),

We will take two points P = (x1,41), Q = (x2,y2) such that P # +Q
and give the formulas to calculate the addition of these two points
P& Q = (x3,y3). We replace the value of x; and x3 in the addition
formula from table 5 above. So if we want to calculate the cost of
this new addition formulas, we can just add the cost of decompres-
sion to the classical addition cost, so the cost of this new addition
is requires 3[+2M+48S.

x-coordinate compression in Montogomery curve with a # 0

The Montgomery curve equation of E is given by:

By? = f(x) =x* +ax? +x
Instead of take the values of P = (x1,y1),Q = (x2,y2) such that
P # +Q, we keep only the value of (@ = x1 + x2, y1,y2).
We have

B‘(y% + y%) = x% +xg + a(xf +x§) + (x1 + x2)

2 3
a.s a.s a 2a
X1+ =)+ +=)+ (1 +x)(1-—)- —
(x1 3) (2 3) (31 + x2)( 3) >

2a,, 4 2 a?
= (x1+x2 + ?)(xl —x1x2 + x5 + a(xy + x2) + ?)

2 3
2a
+(x1+x2)(1——)— —
(r1+x)(1- ) -
Soﬁ:xf—xlxg +x§
2 3
B2 +y2)— (x1+x)(1- %) + 3% a?
= 5 a(x1 +x2) — —
X1+ x2 + 3
Hence
2 2 2 24°
5= ) Z_B.(y1+y2)—oc(1—%)+2i a?
=X] = X1X2 + x5 = 2 -a.0q— —
o+ 3 3
2_
Also x1x3 = OCS—ﬁ
We can calculate
2 2a2 +p

2
Y =xi +x1x2+x§ =p+ g(az—ﬁ) =
We have also

B.(y? - y?) =3 = x) +a(x1 — x2) + (x1 — x2)

L ASSOUJAA & S.EZZOUAK.

. B.(y3-y3)
We obtain 6 = x; —x3 = W
Hence x; = ”‘Tﬂs and x3 = “—55

To compute x1 and x2 we need 2I+3S.

Algorithm 11 x-coordinate decompression in M.C with a # 0

Input: (@ = x1 + X2, Y1, Y2)
Output: (x1, x2)

5 5 2 3

B.(y?+yd)—a(1- %)+ 24 2

1 e x?—xixp x5 = i yz)ﬁﬁj Tt —aa-%
) 3
e

20 X1X2 < 3ﬁ

20%+
3 y<—x%+x1x2+x§: 2a+p

B.(y}-y3)

40X —Xp = ey
5: X1 < DlT-l—5
6 xp — 20

2
7: return (x1, x2)

e Addition: Addition of two points P and Q € E(F}),

We will take two points P = (x1,y1), Q = (x2,y2) such that P # +Q
and give the formulas to calculate the addition of these two points
P & Q = (x3,y3). We replace the value of x; and x3 in the addition
formula from table 5 above. So if we want to calculate the cost of this
new addition formulas, we can just add the cost of decompression
to the classical addition cost, so the cost of this new addition is
requires 31+2M+4S.

Table 6: Decompression, Addition cost in Montgomery curve

coordinate Classical addition | Decompression | New Addition
y [+2M+S [+2M+2S 2I+4M+3S
x with a=0 I+2M+S 21+0M+3S 31+2M+4S
xorywitha#0 I+2M+S 21+0M+3S 31+2M+4S

In the table above we see that the cost of addition of two points
in Montgomery curve with y-compression change from I+2M+S to
21+4M+3S to save 25% of memory.

- Also, with x-coordinate compression, the cost of addition of two
points in Montgomery curve change from I+2M+S to 31+2M+4S to
save 25% of memory.

GLOBAL COMPARISON:

In the table below we see that the cost of new addition with (x1, x2, y1 +
y2) compression is better than (x1 + x2,y1, y2) compression.

The complexity of addition:

In 3], to compute multiplication we have a complexity of O(mlogm)
and to compute inversion we have a compexity of O(mlog?mloglogm).
Our table in term of complicity become

= (x1 - xg)(xf + x1x2 + x% +aa+1)=(x1—x2)(y +a.a+1)
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Table 7: The cost of addition

Coordinate Classical addition | (x1,x2,y1 +y2) | (x1 + X2, Y1, Y2)
Affine 1+2M+S 2I+4M+3S 3[+2M+4S
Projective 12M+2S 3[+16M+6S 3[+22M+7S
Jacobian 12M+4S 1+18M+12S 31+24M+13S
Edwards curve 2I+5M 3[+9M+2S 3[+9M+2S
Montgomery curve I+2M+S 2[+4M+3S 31+2M+4S

Table 8: The complexity of addition

Addition No compression (x1,x2,y1 + y2) compression | (x1 + x2,Y1,y2) compression
Affine O(mlogm(3+logmloglogm)) | O(mlogm(7+2logmloglogm)) | O(mlogm(10+3logmloglogm))
Projective O(14mlogm) O(mlogm(22+3logmloglogm)) | O(mlogm(28+3logmloglogm))
Jacobian O(18mlogm) O(mlogm(30+logmloglogm)) | O(mlogm(37+3logmloglogm))
Edwards curve O(mlogm(5+2logmloglogm)) | O(mlogm(11+3logmloglogm)) | O(mlogm(11+3logmloglogm))
Montgomery curve | O(mlogm(3+logmloglogm)) | O(mlogm(7+2logmloglogm)) | O(mlogm(6+3logmloglogm))

4 CONCLUSION

In this work, we provided details and important improvements of
two new methods of compression points in a field of characteristic
# 2,3 with affine, Jacobian and projective coordinate, also provide
the cost of those operations. We see that if our method costs the
same circuit delay, our method can achieve better implementation
efficiency compared with the classical method, so it will save 25%
of memory size if we work with affine coordinate and at least 17%
if we work with Jacobian or Projective coordinate. Also we see that
we work with this compression point (x1, x2, @ = y1 + y2) is a little
bit better than the other compression point (« = x1 + x2, Y1, y2)-
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